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Abstract

The most common way to implement full-disk en-
cryption (as opposed to encrypted file systems) in the
GNU/Linux operating system is using the encrypted
loop device, known as CryptoLoop. We demonstrate
clear weaknesses in the current CBC-based implemen-
tation of CryptoLoop, perhaps the most surprising being
a very simple attack which allows specially watermarked
files to be identified on an encrypted hard disk without
knowledge of the secret encryption key.

We take a look into the practical problems of securely
booting, authenticating, and keying full-disk encryp-
tion. We propose simple improvements to the current
implementation. These are based on the notions of
tweakable encryption algorithms and enciphering modes
which have been proposed during last few years in cryp-
tographic literature. We also explore the possibilities for
sector-level disk authentication.

The new methods have been implemented as a set of
patches to the Linux Kernel series 2.6 and the relevant
system tools.

1 Introduction

Perhaps the most typical approach for protecting the
confidentiality and authenticity of files is to use PGP
or other similar encryption tools which allow users to
encrypt files for transmission and storage. Explicit de-
cryption is required before a file can be modified, and
re-encryption afterwards. This can be cumbersome, so
more transparent methods have been devised. These can
be categorized into encrypting file systems and sector-
level encryption.

Encrypting file systems. These generally allow flex-
ible control over which directories are encrypted and
which are not. The main problem with encrypting file
systems is that temporary files containing sensitive infor-
mation are often stored on unencrypted portions of the
disk, such as swap devices / page files, various caches,
or “temp” directories. Examples of encrypting file sys-
tems are CFS [4] and TCFS [6] in the UNIX world, and
Microsoft’s EFS.

Sector-level encryption. These systems implement
encryption below the file system level, and allow entire
hard disks to be encrypted. Sector-level encryption sys-
tems do not usually allow fine-grained access control for
files. The whole volume is protected with a single mas-
ter key (although many options for managing and stor-
ing this key exist). File system (“upper layer” from our
viewpoint) accesses data assectors. In our terminology
a sector is a logical unit consisting of 512 bytes (4096
bits); larger physical sectors must be split into 512-byte
pieces. We use this convention regardless of the actual
sector size used by the file system (typically 1024, 2048
or 4096 bytes in the case of EXT2 [5]).

Since the file system must be able to perform quick sin-
gle sector random access reads and writes on the disk,
each sector must be “independent” of others; no other
data is needed for encryption and decryption than the
sector itself, sector identifier, and the secret key.

Sector-level encryption is often the preferred choice in
cases where the hard disk has little physical protection
(e.g. with personal portable computers). The Linux
CryptoLoop implements sector-level encryption, as does
SFS [11] and many commercial systems for the Mi-
crosoft OS platform.

Linux CryptoLoop. CryptoLoop is a facility provided
by the Linux Kernel to easily integrate encryption be-
low the file system level. It works regardless of the file
system used. With CryptoLoop, a physical disk drive,
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Figure 1: CryptoLoop call structure

a disk drive partition, or a container file is “looped” as
a loop device (/dev/loop0 , /dev/loop1 , ...). Af-
ter a key is provided to the Kernel using thelosetup
utility, the loop device driver transparently takes care of
encryption and decryption whenever the loop device is
accessed. The loop device can then be initialized and
mounted using any file system. Figure 1 illustrates the
call dependencies of CryptoLoop.

Since encryption always operates on independently on
sectors of length 512 bytes, we call such a transforma-
tion Sector Enciphering Operation(SEO). SEO and its
inverse can be characterized as follows:

C = SEO(P,K, T )
P = SEO−1(C,K, T )

HereP is the plaintext sector of 512 bytes (4096 bits),
K is the secret key,T is the tweak (sector number), and
C is the corresponding ciphertext sector.

Efficiency considerations also force SEO to be length-
preserving. Information-theoretic arguments can be
used to show the impossibility of proper message au-
thentication in such a case. We will return to these issues
in section 4.

Our contributions and the structure of this paper.
This paper is an attempt to combine cryptanalytic as-

pects of sector-level encryption with the practical side
of Linux as it exists today. Some of the material may ap-
pear self-evident to professional cryptographers, but we
feel that it is important to illuminate these issues in order
to motivate change in Linux cryptographic architecture.
1

In section 2 we illustrate some attacks against the present
Linux implementation of CryptoLoop. We believe the
“watermarking” obervation to be novel. In section 3
we introduce a practical security model for sector level-
encryption (this is fundamentally the same as that pro-
posed by Halevi and Rogaway in [13, 12] and implicitly
by others before them [7]), and discuss various ways to
achieve this goal. Section 4 discusses sector-level mes-
sage authentication and makes an argument for not hav-
ing sector-level authentication but rather authenticating
at file system level. Section 5 contains some of our expe-
riences and practical thoughts about implementation of
sector-level encryption. Section 6 contains performance
analysis of the implementation, and is followed by con-
cluding remarks.

2 Attacks

Currently the Linux 2.6 series offers a selection of SEOs
constructed from various well-known block cipher algo-
rithms. Mode of operation can be chosen to be either
ECB or CBC. We ignore the obviously weak ECB mode
and concentrate on CBC, which is the more commonly
used choice.

CBC is currently initialized for each sector by using the
sector number directly as the initialization vector. This
convention is also used at least by 2.2, 2.4 series of ker-
nels, and by Jari Ruusu’s loop-AES package [21].

The 512-byte plaintext sectorP is split into blocksP =
p1 | p2 | p3 · · · . The corresponding ciphertext isC =
c1 | c2 | c3 · · · . Encryption of plaintext blockx with
a secret keyK is denoted byEk(x). Hence the SEO
becomes:

1To put it bluntly, cryptographers today tend to invent abstract secu-
rity models that suit their needs in order to prove something – usually
a protocol – to be “secure” and / or / xor “insecure”. Such arguments
are easily misunderstood by implementors and even by security pro-
fessionals.

So rather than simply proving insecurity of previous solution in
some suitably chosen security modelx, and the superiority of the new
proposal in the same, in this paper we try to illustrate why vulnera-
bilities in the present implementation actually may pose a real danger,
which problems the new security model solves and which ones it does
not solve.



c1 = Ek(p1 ⊕ T )
c2 = Ek(p2 ⊕ c1)
c3 = Ek(p3 ⊕ c2)

· · ·
c32 = Ek(p32 ⊕ c31)

Here we assume that a 128-bit block cipher is used. In
the case of 64-bit block ciphers, the last plaintext and
ciphertext blocks would naturally bep64 and c64, cor-
respondingly. HereT is the Tweak and is equal to the
logical sector number.

Encrypted watermarks. We recall a couple of basic
facts that apply to most UNIX disk file systems, includ-
ing EXT2, EXT3, ReiserFS, UFS, XFS, etc.

a) The actual file data is mostly stored on consecutive
sectors on the disk.2

b) Actual file data starts at an even multiple of the sec-
tor length.

We may create simplest kinds ofwatermarksin files by
making the first block of two consecutive sectors differ
only in the least significant bit. There is a significant
probability that the corresponding ciphertext blocks will
be equal, and hence can be identified with high certainty
from the ciphertext alone (without knowledge of the se-
cret key).

This idea can be extended in many ways, as long
as the XOR -difference between the plaintext sectors’
first plaintext blocks can be matched with the XOR -
difference of their sector numbers. The probability is af-
fected by the actual sector size and fragmentation prop-
erties of the file system above the loop device, but exper-
iments have shown the probability to be very high with
typical EXT2-based setup.

It is possible to devise more reliable and elaborate water-
marking schemes by basing the markings on the partic-
ular pattern of first-block collisions within a file. A file
can contain multiple complementary watermarks. Such
a file can be located on an encrypted device with high
certainty. Since majority of the file is unchanged, such

2This is generally not true for FAT file systems, which are much
more prone to fragmentation.

markings are easy to insert into jpeg pictures, mp3 music
files, ps/pdf files, program binaries etc.

One possible application for this technique would be
with law enforcement officers who are authorized to per-
form forensic searches on encrypted hard disks for spe-
cially marked files, e.g. restricted documents or illegal
software.

Example (with a 64-bit block cipher):

0x00000 Any data ..
0x13000 Eight bytes 0000000000000000
0x13008 Any data ..
0x13200 Eight bytes 0000000000000001
0x13208 Any data ..
0x13400 Eight bytes 0000000000000000
0x13408 Any data ..

This file contains a watermark that will be visible in the
encrypted device, as long as data at positions 0x13000
.. 0x135ff are contained in three consecutive sectors on
the physical disk.

Proof. Let n, n + 1, andn + 2 be the sectors contain-
ing this section of the file. We note that for anyn either
n⊕ (n + 1) = 1 or (n + 1)⊕ (n + 2) = 1. Hence either
EK(0 ⊕ n) = EK(1 ⊕ (n + 1)) or EK(1 ⊕ (n + 1)) =
EK(0 ⊕ (n + 2)). The watermark can thus be detected
as the same ciphertext block can be found at the begin-
ning of two consecutive ciphertext sectors (regardless of
location).

Active attacks. In some conditions it is conceivable
that an encrypted disk will be subject to repeated scans
and even active manipulation based on such scans (typi-
cal scenario for such scans is during international travel
– customs and baggage checks).

Replay attacks on CBC mode in CryptoLoop have been
known for years (many have been pointed out by J. Eti-
enne [9] and others), yet it has persisted as the dominant
disk-encryption system in Linux. We observe that we
can:

• Corrupt. Corruption of chosen data blocks is dif-
ficult to detect. As CBC decryption has little error
propagation, modifying a ciphertext block within
sector will only corrupt the corresponding plaintext
block (8 or 16 bytes) and cause chosen bit changes
the one block immediately following it.



• Shift. It is easy to shift ciphertext blocks anywhere
within the hard disk. Only one plaintext block will
be corrupted. This opens a wide toolbox of “cut &
paste” attacks.

• Move. An attacker may copy an entire ciphertext
sector to another position on the disk. Only few
bits in the first corresponding plaintext block will
be changed, reflecting the XOR difference of the
sector numbers.

• Revert. It is possible to revert chosen sectors to
their previous values without detection. An attacker
can from two ciphertext images detect where the
changes lie and choose the sectors to be reverted
accordingly.

• etc . . .

Together these options (possibly with the aid of water-
markings to provide “location data”) allow subtle and
powerful manipulation of the hard disk on ciphertext
level.

3 A better security model

Following the language of [12, 13, 16, 17], we want SEO
to be astrong, tweakable, pseudorandom permutation
(PRP); for a random key we wish SEO (and its inverse)
to be indistinguishable from a random permutation.

Furthermore, we wish SEO to be resistant to various at-
tacks based on key scheduling and tweaks. Equivalent
keys, related keys, and other “weak key” classes (if they
exist) should be computationally difficult to find. There
should be no shortcut attacks based on chosen, weak, or
related tweaks.

In short, there should be no analytic attack which is com-
putationally cheaper than exhaustive search through the
keyspace, regardless of the amount of chosen plaintext
and/or ciphertext (with associated tweak values) avail-
able. If these conditions are violated by an attack, SEO
can be considered broken.

Encryption Modes. The author has found certain
commercial disk encryption systems to utilize CTR and
even ECB modes for encryption, both of which offer
clearly unsatisfactory resistance to attacks. ECB for ob-
vious reasons, and CTR in the case that multiple scans

are made (all changes will become visible as plaintext
when the two disk images are “xorred” together).

Recently Halevi and Rogaway proposed the CMC and
EME modes for this purpose [12, 13]. These remain
unbroken. We observe that EME, CMC, and all other
satisfactory modes for sector-level encryption are in fact
double-encryption modes, and hence offer roughly half
the speed of conventional modes such as CBC.

Special tweakable block ciphers. As the use of prov-
ably secure sector encipherment modes appears to result
a significant performance penalty (due to beforemen-
tioned double-encryption), designing a tweakable 4096-
bit block cipher seems justified. This motivated us to
design a prototype cipher named Herring [20]. Her-
ring was designed with the explicit purpose of satisfy-
ing all the security requirements outlined above, while
also maintaining encryption speed comparable to AES
in “single-encryption” mode. Herring accepts a 128-bit
key and tweak. Conclusions about the security of Her-
ring can be drawn only after years of public analysis. We
wish to make Herring public soon.

Some other 4096-bit block ciphers have been con-
structed explicitly for the purpose of sector level en-
cryption. One proposal was the Mercy block cipher [7],
which was broken by Fluhrer [10]. Another 4096-bit
block cipher present in the literature is the unnamed pro-
posal of Kaliski and Robshaw [15], which was found to
be weak by Saarinen [19].

Wide-block block ciphers have also been constructed
from other primitives. An interesting approach was
taken by Anderson and Biham with the BEAR and LION
ciphers, which combine a hash function with a stream ci-
pher to produce a block cipher [2].

4 Why no authentication at sector level?

Even if SEO satisfies the criteria given in the previous
section, it is still prone to some replay attacks (e.g. re-
verting and corruption of sectors). We have considered a
number of approaches for the sector-level authentication
problem but we have not found satisfactory solutions.
Different options include:

a) Check everything at mount time using a signature
algorithm. This is clearly preventive, since it would



involve both reading the entire hard disk during
mount time and correspondingly signing it when
unmounting (assuming that it was mounted read-
write).

b) Incorporating MACs with the sectors. By includ-
ing the sector number in the authenticated data, this
makes other modifications other than reversion at-
tack (where sectorn is reverted to its previous con-
tents) detectable.

If implemented on loop device level, this would
make the boundaries between physical sectors and
logical sectors incompatible. A read operation on
a single isolated sector would always imply two
physical sector reads. A write operation would im-
ply two sector reads and two sector writes. The per-
formance drop would therefore be significant.

c) Maintain a table of MACs in memory, which is
loaded during mount time and stored (and signed)
in a file when the disk is unmounted. This is a rea-
sonably implementable approach, especially if we
use the actual file system sector size and a truncated
MAC. Using HMAC-SHA1-64 [3] with sector size
4096 bytes corresponds to two megabytes of MACs
for each gigabyte of disk (0.195%), which is man-
ageable.

d) Dynamically maintain a Hash Tree of the sectors
of the disk. The memory requirements are similar
to the previous option, but an advantage exists in
that the hash of the whole disk can be maintained
at all times, thus perhaps allowing better recovery
from crashes. We do not see this as a very effective
solution.

e) Dynamically maintain a “sum” of MACs of each
sector:

S =
n⊕

i=1

MACK(i | Pi)

Here MACK is a keyed MAC with secretK andPi

is the sector with logical numberi. It is plain that
a sector write becomes a sector read-write in this
option, but that performance penalty is acceptable.
Even though read, write, mount, and unmount op-
erations are quick and memory usage is acceptable,
the drawback is that in order todetectchanges (i.e.
the sum doesn’t match), the whole disk needs to be
scanned and this doesn’t even answer the question
where the change occurred!

Of the previous approaches, maintaining a table of
MACs in memory (option C) appears to be the most fea-
sible one, but it alone doesn’t provide a satisfactory so-

lution for error recovery. It’s nice to know that an er-
ror has occurred but what can you do about this ? In
cryptographic communication protocols the connection
is typically simply shut down if “MACs don’t match” ,
but rendering the whole disk unusable after a single bit
error or operating system crash is not acceptable.

Therefore perhaps the most important question is to de-
cide on how to respond to an anomalous situation, i.e.
when the authentication code doesn’t match. Mecha-
nisms do not exist in the current Linux architecture for
the loop device to communicate to a file system layer
that the error may be a security issue rather than a sim-
ple disk error. And how could such a determination be
reached ?

If an error is found (after a crash or unclean shutdown)
and the encrypted disk isfsck ’ed, the recovered file
system may be perfectly healthy and the ill effects can-
celled. Therefore it is reasonable to incorporate authen-
tication at file system level.

Practical approach. Since CryptoLoop cannot re-
ally protect against all attacks that modify ciphertext
in the disk, we recommend regular use (e.g. by a
cron mechanism) of systems such as Tripwire (see
www.tripwire.org or www.tripwire.com ),
which can detect malicious changes to files. It is note-
worthy that these tools will not only detect physical at-
tacks when a computer is at unauthorized hands, but also
many network-based attack vectors (esp. “backdoor-
ing”) while the computer is being used by its authorized
user.

5 Implementation

We can see three different methods of implementation
for a SEO.

a) Software implementation as a part of the operat-
ing system kernel. This is the easiest method to
implement, but will cause a performance penalty
in disk-intensive applications. The implementation
may also utilize hardware speedups via DMA.

b) Hardware support in the disk controller or the hard
drive itself. After keying (which can be imple-
mented in various ways), the disk controller or the
drive itself will transparently encrypt and decrypt



everything. This would essentially make the en-
cryption operating system - independent.

c) Implementation as a “bump in the cable” on the
(IDE/ATA or SCSI) cable. This method of imple-
mentation would be easy to integrate into existing
systems, but it may end up being more costly than
hardware support in the controller.

We have only implemented the first option, but plans ex-
ist for FPGA-based hardware implementations as well.

Our current implementation. The required modifi-
cations to the present Linux 2.6 series kernel source were
minor. The patch contains about 3000 lines of code,
majority of it being the Herring cipher. The patch also
adds support for a new mode of operation and “tweak”
keying required for sector-level encryption. The needed
changes can therefore be implemented in the framework
of current Linux cryptographic support.

Perhaps surprisingly, no changes were required for
losetup and other v.2.12 utilities that are used in set-
ting up and keying the loop devices. We simply had to
create small statically linked versions of these so that
they fit into the initial ram disk, discussed below.

Booting. One of the trickiest things about encrypted
Linux laptops is to come up with a reasonably secure
boot procedure. Since we’re using standard hardware,
it is almost impossible to come up with a “bullet-proof”
solution, as the hardware itself can be modified to in-
clude key loggers or similar intercept devices. It is not
within the scope of present work to discuss methods for
preventing hardware modification in any detail, but some
level of inexpensive protection can be achieved by sim-
ple seals and manual inspection of hardware after sus-
pected modification.

As a rule of thumb, one would like to have as little as
possible of the computer hard disk to be in plaintext.
Some have decided to keep the “static” parts of the hard
disk unencrypted (e.g./bin , /sbin , /usr , but not
/etc , /var or /home ). It is relatively easy to back-
door such systems with standard rootkit tools, hence
negating the effect of encryption.

Currently our best practice for booting is as follows:

1. Firmware setup. We are in practice forced into us-
ing standard BIOS firmware. We enable the avail-

able security features (BIOS setup passwords etc.),
and disable booting from other devices than the
main hard disk.

2. Boot loader. The boot loader resides on the Master
Boot Record on the hard disk. We use the LILO
boot loader in “simple mode”, so that it will di-
rectly load up the compressed kernel image and ini-
trd (initial ram disk) using BIOS routines.

3. Boot partition. Since we saw little purpose in in-
corporating encryption into the LILO itself, we are
forced to keep the kernel image and the initrd unen-
crypted in a separate partition. These require a total
of 2.5 MB of space.

4. Initrd. The initial ram disk contains a small file
system that is first mounted as root. A password
prompt becomes visible within 5 seconds after the
boot. Other authentication mechanisms can also
be easily incorporated into the initrd environment
(which roughly corresponds to single-user mode).
A master key is derived from the password and used
to set up the loop device. The encrypted loop de-
vice is then mounted as the new root.

Already at this stage, a “rescue system” can also be
activated, which contains the following items (all in
ram disk):

a) Diskwipe. A program for quickly wiping the
contents of entire hard disk. The wipe pro-
cedure exceeds the requirements set in DoD
5220.22-M standard (“sanitize” method D for
non-removable rigid disks, p. 8-3-5 [8]).

b) Convert. A tool for re-encrypting the hard
disk using an alternative master key or cipher
algorithm.

c) Busybox. A small shell-like environment for
rescue purposes.3

There is no access control to reach the rescue sys-
tem.

5. Boot verification. In the first stages of (encrypted)
boot, digital signatures of the kernel image and the
initrd image are verified at the boot partition. The
corresponding signatures and public keys reside on
the encrypted partition of the disk are thus difficult
to forge (in fact it would be sufficient to check their
message digests against known values).

Also an attempt is made to verify the integrity of
firmware by comparing it to known digest values
with physical memory image accessible through

3Busybox was not developed as a part of this research effort. See
www.busybox.net



/dev/ram . However, not all of the firmware bi-
nary appears to be visible at this point.

We have to acknowledge that this boot procedure is not
wholly secure even against software-based attacks, but
such attacks would require non-trivial human effort. One
attack would involve crafting modifications to the ker-
nel so that it is able to maintain the appearance that ev-
erything is going smoothly (by returning false values to
system calls) while also containing a trojan horse for
capturing and transmitting the master encryption key. A
reasonable amount of obscurity and variation in the im-
plementation details guards against such attacks (obscu-
rity is unfortunately the only method available to resist
against this class of attacks).

Alternative boot and keying methods. We have also
experimented with other boot sequence options. Small,
lightweight, and inexpensive USB solid state memory
devices have become available in recent years. Many
BIOS Firmware vendors allow booting from these de-
vices. It is relatively straight-forward to include the boot
loader, kernel image, and initial ram disk into such a de-
vice, and thus allow 100 % of the hard disk to be en-
crypted, the unencrypted portion being part of one’s key-
chain!

Similar approach can be taken with CD-ROMs, albeit
they are not as easily transportable.

USB tokens and various smartcard systems are easily
incorporated into the initial ram disk phase of booting.
There is no need to store the key on the token itself, so
even national ID cards which support public key decryp-
tion may be used (e.g. FINEID in case of Finland).

Encrypting swap. Linux has already full support for
encrypted swap devices. Even easier solution is to use a
swap file which resides on the same encrypted partition
with the main file system.

Other implementations. To our knowledge, tweak-
able modes have not been previously implemented in the
Linux kernel.

The BestCrypt for Linux 1.5.1 [14] package from Jetico
Inc. uses IV with CBC mode in a similar (although not
entirely compatible) fashion as current CryptoLoop, and
hence is vulnerable to the attacks described in this paper.
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TCFS [6] appears to either use ECB mode (before ver-
sion 3) or CBC mode with zero IV (after version 3), and
is vulnerable to similar attacks.

Matt Blaze’s Cryptographic File System [4] utilizes a
combination of OFB and ECB modes, but is also vul-
nerable to attack. Peter Guttman’s Secure File Sys-
tem (SFS) used MDC/SHS, a special construction which
turns the SHA hash function into a block cipher in CFB
mode. This does not satisfy our security requirements ei-
ther. The construction based on MD5 (MDC/MD5) was
shown to be weak by Saarinen [11, 19].

We have also evaluated many commercial disk encryp-
tion systems for which source code or full specifica-
tion is not publicly available. Since some of our secu-
rity analysis methods may be interpreted as reverse en-
gineering or disclosure of trade secrets and thus viola-
tion of certain local laws, we are restricted in discussing
these results. Generally speaking, most commercial sec-
tor encryption products seem to offer limited protection
against watermarking / multiple scanning attacks.

6 Performance

We measured the speed of read and write operations on a
typical modern PC laptop, Acer TravelMate 420, which
has a 2 gHz Pentium 4 CPU and ATA disks.

The performance was measured with one gigabyte (230

bytes) continuous reads and writes in single-user mode
using dd (i.e. reads from the device to/dev/null
and writes to the device from/dev/zero ). No special
optimization was used, and caches were disabled. The
operating system was our custom modified Linux 2.6.1.

The following table summarizes our measurements.

Encryption algorithm Read MB/s Write MB /s
None 14.8 14.7
AES-128 CBC 13.0 14.6
Herring 11.0 10.2
AES-128 EME 7.3 9.7

Implementation of AES and CBC were the the standard

4Since the Linux version is compatible with the Windows versions
of BestCrypt from the same vendor, we believe these to be also vulner-
able.



ones in Linux 2.6 kernel. The AES implementation is
based on the work by Brian Gladman and is reasonably
optimized. The implementation of EME mode [13] was
by the author, with sector size 512 bytes (hence 65 AES
block operations per sector, compared to 32 required by
CBC). The implementation of the preliminary version of
Herring was also by the author. All the implementations
are in portable C language without assembly optimiza-
tions. There is room for performance improvement.

It should also be noted that laptop hard drives are some-
what slower than those drives now common on desktop
machines. However, we feel confident in concluding that
full sector-level encryption does not present a significant
performance bottleneck for day-to-day computer use.

7 Concluding Remarks

Most government agencies and many large corporations
have security policies in place which make encryption
of hard disks mandatory for laptops. Easiest and most
transparent method of achieving such protection is by
using sector-level encryption, which leaves as little as
possible of the disk unencrypted.

Disk encryption is not a performance bottleneck nor
does it significantly decrease the usability of the sys-
tem. Therefore there are few excuses for not deploying
it where ever possible.

Careful analysis has shown that many products and tech-
niques widely used for sector-level encryption are vul-
nerable to active manipulation and even watermarking;
the presence of (planted) restricted data can be detected
without breaking the encryption key.

However, good solutions can be reached with limited re-
sources and open software. Sector-level encryption also
offers a good motivation for research into very wide-
block tweakable block cipher designs and tweakable en-
ciphering modes.
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